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Serial port access

Depending on the device, one or two serial ports are available for the application. In addition,
some cradles provide extra serial ports that are also accessible from application level.

The interface follows the standard Linux tty model (access through /dev/xxx_tty and
configuration through stty().)

e /dev/user_external_tty
RS232 type uart
availability : all devices with a pogo pin connector.

e /dev/user_tty

No longer used in recent devices
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voltage is TTL 3.3V
availability : older devices with 10-pin USB-B connector

e /dev/cradle_rs485
RS485 type uart
availability : with cradle that provide rs485 interface

e /dev/cradle rs232
RS232 type uart
availability : with cradle that provide an extra rs232 interface

Package installation

The devices include a PackagelnstallerProxy service that allows package installation and
removal without extra permission.

An example application with source code is in file “TestInstallerProxy”

The interface uses Android Intents.

To install a package

Optionally, all runtime permissions can be granted by default, i.e. the end user will not be
prompted for the permissions.

KP=GD> NO<OD> ADI<G 40MDIB (3"/501&3.%*44%*0/Q,&: ' >BM<IOQK@MHDNNDJI >/

6MD ?<O< ' 6MD¢AMJH’DG@, , <KFOADG@JIOJADINO<GGE”, /

*I0@I0 DIO@IO ' I@R *IO@IO,"$5%0/0%/45"--; ?<0<,/ DIO@IO¢N@OS$SJTHKJII@IO,1309:,/
EE 5CDN JKODJI DN I@@?@? OJ BM<IO OC@ K@MHDNNDJIN

DIO@IO¢KPO&SOM<, (3"/501&3.%44%0/9, &: | OMP@, /

NO<M0O4@MQD>@, DIO@IO, /

To get the installation status through
BroadcastReceiver

KMDQ<O@ ADI<G DIO $"--#"$,0*% ' 1MJI>@NN¢HTS5D?,,/ EE <IT <M=DOM<MT IPH=@M RDGG ?J

6MD ?<O< ' 6MD¢AMJH’'DG@, , <KFOADG@IOJIDINO<GG”, /
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*I0@IO0 DIO@IO ' I@R *IO@IO,"$5%0/0%/45"--; ?<0<,/ DIO@IO¢N@OSJIHKII@IO,1309:,/
EE Ie@? OJ <?? @SOM< $"--#"$,0x% DI JM?@M OJ M@>DQ@ OC@ IJODAD><ODJIN
DIO@IO¢KPO&SOM<, $"--#"$, 0*%0, &: 1 $"--#"$, 0%%, / NO<MO4@MQD>@,DIORIO, /

KMDQ<O@ ADI<G #MJ<?><NO3@>@DQ@M S$"--#"$,03&$&*7&3 ' I@R #MJI<?><NO3@>@DQ@M,
60Q@MMD? @
KP=GD> QJD? JI3@>@DQ@,$JI0@S0O >JI0@SO; *I0@IO DIORIO,
ADI<G 40MDIB "$5%*0/ ' DIO@IO¢B@0O">ODJI, ,/

-JB¢?,5" (j >JI3@>@DQ@ £ > "$5%0/,/
ADI<G DIO *% '~ DIO@IO¢B@O*IO&SOM<, $"--#"$,0*%0, &:('W,/

DA, *% " St--#ng, 0%y,
40OMDIB KFBYI<H@ ' DIO@IO¢B@O4OMDIB&SOM<,1"$," (&%/".&9,&:,/
DIO NO<OPN '~ DIO@IO¢B@O*IO&SOM<,*/45"--U45"5640,&: |
455640 "*-63%,, /
40MDIB HNB ' DIO@IO¢B@O40OMDIB&SOM<, */45"--0.4 (9, &:,/
-JB¢?,5" (; "$5*0/ ~ > AJM > ~ KFBUI<H@ ~ > | NO<OPN £ > ~ NO<OPN

> { HNB £ > ~ HNB,/
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*I0@I0’'DGO@M ADGO@M ' I@R *IO@IO’DGoeM, ,/
ADGO@M¢<??">0DJI, "$5%0/0* /45" - -0S#, , /
ADGO@M¢<??">0DJI, "$5*%0/03&.07&0S#, ,/ M@BDNO@M3@>@DQ@M, $"--#"$,03&$&*7&3 | ADGO@M, /

PIM@BDNO@M3@>@DQ@M, $" - -#"$, 03&S&*7&3, /

To delete a package

KMDQ<O@ NO<OD> ADI<G 40MDIB "$5*%*0/03&.07&
>CF¢OJKD>JI¢PODGDOT¢K<>F<B@DINO<GG@MKMIST¢3&.07&>/

*I0@IO0 DIO@IO ' I@R *IO@IO,"S$5%*0/03&.07&,/
DIO@IO¢N@O$JHKJII@IO,1309:,/
EE ,KFBOI<H@” DN AJM DINO<I>@ >JH¢@S<HKG@¢HTHRK<>F<B@

DIO@IO¢KPO&SOM<,1"$, " (&3/" . &0, &: | ,KFBOI<H®@”,/
NO<MO4@MQD>@, DIO@IO, /
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Power management

Example in “PowerProxyTest” file.

We provide an interface to power off the device, reboot it and enter sleep mode without extra
permission, through Android Intents.

The helper application PowerProxy.apk needs to be installed on the device as a system
package (i.e. installed through perso.)

KMDQ<O@ NO<OD> ADI<G 40MDIB "$5%*0/0108&3R0’’ ' >>JH¢PODGDOT¢KJIR@MKMJIST¢108&3107 ">/
KMDQ<O@ NO<OD> ADI<G 40MDIB "$5*0/03&#005 ' >>JH¢PODGDOT¢KJR@MKMJIST¢3&#0055,/ KMDQ<O@
NO<OD> ADI<G 40MDIB "$5%0/F4-&&1 ° >>JH¢PODGDOT¢KJR@MKMJIST¢4 -&&1 >/

E- NDI>@ "1* G@Q@G WX ?@ADI@? <N *IO@IO¢’ -" (O%/$-6%&045011&%01"S, " (&4 —-EK
E- Re Iee? OJ Me?@ADI@? DO CeMe AJM "l1* GeQeG *~ -E

KP=GD> NO<OD> ADI<G DIO ’-" (O%/$-6%&045011&%01"S," (&4 ° VSVVVVVVXV/

E- NDI>@ "1* G@Q@G X | '-"(H3&$&*7&30%/$-6%&0#"S, (306/% DN Ie@?@? -EK

E- R@ Ie@e? OJ Me@?@ADI@? DO CeMe AJM "l* G@QeG " -E

KP=GD> NO<OD> ADI<G DIO ’-"(O3&$&*7&30%/$-6%&0#"S, (306/% ' VSVAVVVVVV/

KP=GD> QJD? NG@@K, ,
*I0@IO DIO@IO ' I@R *IO@IO,"$5%0/04-&&1,/

DIO@IO¢<??'G<BN, ' -" (0% /$-6%&045011&%01"S, " (&4, /
DIO@IO¢<??'G<BN, ' -" (A3&S&*7&30*/S-6%&0#" S, (306/%,/

HSJIO@SO¢N@I?#MJI<?><NO,DIORIO, /
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KP=GD> QJD? KJR@MQJAA,,
*I0@I0 DIO@IO ' I@R *IO@IO,"$5%0/0108&390" ',/
DIO@IO¢<??’G<BN, ' -" (0% /$-6%&045011&%01"S, " (&4, /
DIO@IO¢<??’G<BN, ' -" (U3&$&*7&30% /$-6%&0#" S, (306/%,/
H$JIO@SO¢N@I ?#MJI<?><NO, DIORIO,, /

J
9\

KP=GD> QJD? M@=JJO,,
*I0@I0 DIO@IO ' I@R *IO@IO,"$5%0/03&#005,/
DIO@IO¢<??’G<BN, ' -" (0% /$-6%&045011&%01"S, " (&4, /
DIO@IO¢<??/G<BN, ’-" (A3&$&*7&30%/$-63&0#"S, (306/%,/
H$JI0@SO¢N@I ?#MJ<? ><NO, DIO@IO, /

%
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Cradle detection

Only available on CTFPND-11B, CTFPND-12B.
Example in “TestDock” file.

The interface is similar to Intent. ACTION_DOCK_EVENT of the Android API, but we are using a
different action name (ACTION_DOCK_EVENT itself could not be used, as it triggers a lot of
default reactions from the system and the applications.)

KMDQ<O@ NO<OD> ADI<G 40MDIB "$5%0/0501*$0/8%0%,087&/5
> CF¢OJKD>JI¢DIO@I0E<>0DIIE"$5%0/0%0S, B&7&/55/

*I0@IO’DGO@M DIO@IO’'DGO@M ° I@R *IO@IO’'DGO@M, ,/
DIO@IO’'DGO@M¢<??">0DJI, "$5%0/0501*$0/0%0$,0&7&/5,/ M@BDNO@M3@>@DQ@M, $0S, M3 &S&*76&3 |
DIO@IO’DGO@M,, /

KMDQ<O@ NO<OD> ADI<G 40MDIB "$5%0/0501*3$0/0%0$,0&7&/5
>CF¢OJKD>JI¢DIO@I0OE<>0DII¢"$5%0/0%08, 8&7&/55/

KMDQ<O@ ADI<G #MJ<?><NO3@>@DQ@M %0S$,03&S&*7&3 '~ I@R #MJ<?><NO3@>@DQ@M, , ..

60QeMMD?@
KP=GD> QJUD? JI3@>@DQ@, $JI0@SO >JI0@SO; *I0@IO DIORIO, ..
-JB¢?,5" (i >JI3@>@DQ@>,/
DA,DIO@IO { ' IPGG, ..
-JB¢?,5" (i »><>0DJI £ > ~ DIO@IO¢B@O">ODJI,, ~ > i DN KGPBB@? £ »
DIO@IO¢B@O*I0&SOM<, *I0@I0¢&953"3%0S, 045"5&
*I0@I0¢&953"0%0S%, H45"5806/%0S, &%, ,/
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Notification blocker

We provide an API to block application notifications programmatically.

Note: by default the notification blocker server is not installed. Install
NotificationBlocker_android_9.apk, then it must be added through perso (as system permissions
are needed.)

KMDQ<O@ NO<OD> ADI<G 40MDIB #-0$,8"$5%0/
>CF¢OJKD>JI¢PODGDOT¢ITJODAD><ODJII=GI>F@M¢#-0S,0/05% " *S"5%0 /> /

KMDQ<O@ NO<OD> ADI<G 40MDIB &953"Q"1101"$, " (& ' >K<>F<B@>/
KMDQ<O@ NO<OD> ADI<G 40MDIB &953"Q"110#"//&% ' >=<II@?>/

*I0@IO DIO@IO ° I@R *IO@IO,#-0%,0"3$5*%0/,/
DIO@IO¢KPO&SOM<, &953"An1101"S, " (&) ,0<MB@OXKFBRI<H®@”,/
DIO@IO¢KPO&SOM<, &953"a"110#" //&%; OMP@, /
H$JIO@SO¢N@I?#MJ<?><NO,DIO@IO, /

Additional 10s

Ignition signal

Availability : 6” PND and all devices with pogo pin connector

The ignition pin status is broadcasted as a sticky intent (i.e. the current status is reported
immediately when the application registers a listener.)

KMDQ<O@ NO<OD> ADI<G 40OMDIB "$5*0/m* (/*5%0/ ' >CF¢OJKD>JI¢DIO@IO¢<>0ODJI¢* (/*5%0/>/
KMDQ<O@ NO<OD> ADI<G 40MDIB &953"045"5& ° >NO<O@>/

*I0@I0'DGO@M DIO@IO’DGO@M ' I@R *IO@IO’DGOoe@M, , /
DIO@IO’DGO@M¢<??">0DJI, "$5*0/0* (/*5*%0/,/
M@BDNO@M3@>@DQ@M, * (/*5*0/83&S&*7&3; DIO@IO’DGO@M,, /

KMDQ<O@ ADI<G #MJ<?><NO3@>@DQ@M * (/*5*0/H3&$&*7&3 °~ I@QR #MJ<?><NO3@>@DQ@M, , ..

A0Q@MMD? @
KP=GD> QJD? JI3@>@DQ@,$JI0@SO >JIO@SO; *IO@IO DIO@IO, ..
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-JB¢?,5" (j »>JI3@>@DQe>, /

DA,DIO@IO { ' IPGG, ..
-JB¢?,5" (i ><>0ODJI £ > ~ DIO@IO¢B@O">ODJI,, ~ > { DN JI £ > ~
DIO@IO¢B@O#JIG@<I&SOM<, &953"045"58 A<GNe, ,/

o
%/

Programmatic firmware upgrade and
configuration

Most of these features have been supported on all devices, meanwhile the API described below
is only official since Android 12. For earlier devices there are some variations in the action name
and flags to use.

Accepted image name patterns

"update_config_xxx.zip" will be recognized as a configuration image
for compatibility purpose, a directory (not a file) called "perso" will also be accepted as a
configuration image (the content of this directory being the unzipped version of
update_config_xxx.zip)

e "update_xxx.zip" will be recognized as an upgrade image

In addition, in case of a configuration image, a file called "force_clean" put in the same directory
as the image will trigger a factory reset after the new configuration is applied.

Through image copy

Copying a file called update xxx.zip at the root of the internal storage (i.e. /sdcard or
/storage/emulated/0/) will automatically start the upgrade process, or configuration process if the
file is called update_config_xxx.zip.

Note : the upgrade is triggered when the file was opened for writing, then closed, then the
system checks the name and content. So it will not work if you first copy the file under another
name, like vendor_update xxx.zip, then rename it.
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From the command line

The following command can be used to trigger upgrade or configuration from a file already
present in the device:

[]7*-& EN?><M?EPK?<0@3SSS¢UDK

61 (3"%&0%/58&/5 CFE¢OJKD>JI¢PKBM<?@AR¢61%"5&

°© OCDN PKBM<?@ DIO@IO DN <GNJ <>>@KO@? =PO JIGT RC@I PNe? AMJH OCe >JHH<I? GDI@
°61 (3"%&0*/5&/5 " >JHSPODGDOT¢PK? <O@H<I<B@M¢61%"5&

r” <H =MJ<?><NO ' 'M@>@DQ@M'DI>GP?@'=<>FBMJPI? '< r61(3"%&0*/5&/5 >ADGRLEE>T..." *-&%

From application code

[IDHKIMO <I?MJD?¢>JI0@I0¢*I0@I0O/
DHKJIMO <I?MJD?¢I@0¢6MD/
DHKJMO E<Q<¢DJ¢’DG@/

KMDQ<O@ NO<OD> ADI<G 40MDIB 61 (3"%&B* . ( ° >AN?><M?ZAPK?<0@JY0@NO¢UDK> /
EE AMJH <KKGD><ODJI >J?@; JIGT OCDN DIO@IO <>ODJI RDGG =@ <>>@KO@?
KMDQ<O@ NO<OD> ADI<G 40MDIB 61 (3"%$&R"$5*%0/ ' >CF¢OJKD>JI¢PKBM<?@AR¢61%"5&>/

'DG@ DHB ' I@R 'DG@, 61 (3"%$&R*. (,/
*I0@IOD ' I@R *IO@IO, 61 (3"%&R"3$5%0/,/
DéN@O% <0<, 6MDEAMIH DG@, DHR,, ,, /
N@I?#MJ<?><NO,D,, /

|

Apply a configuration on Android 9 and older devices

The configuration needs to be applied at the same time as a firmware update.

Create a directory /sdcard/updater on the device
put the perso content inside it (so for instance there will be
/sdcard/updater/perso/my_app.apk)

e Then launch a firmware upgrade using an update_xxx.zip image as described above.
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Note that if you want to keep the same firmware you can upgrade using the same firmware as
the one already on the device.

Access external storage on Android 11+ devices

External storage (so-called "internal SD card") typically stores the user's documents and image,
and is used as a shared directory for the applications.

It is called /sdcard for historical reasons (in early android devices it was actually an SD card
typically plugged below the battery.)

To access the directory /sdcard on Android 11+, the permission
MANAGE_EXTERNAL_STORAGE must be declared in the application's AndroidManifest.xml.
For Android 11 and 12, WRITE_MEDIA STORAGE must also be requested for write access.

l ,PN@N' K@MHDNNDJI <I?MJD?£I<H@ ><I?MJID?¢K@MHDNNDJI¢83*5&1 . &%*"04503" (&> E”
,PN@N'K@MHDNNDJI <I?MJD?£I<H@ ><I?MJD?¢K@MHDNNDJI¢."/" (&R&95&3/"-04503" (&> E”
0

These permissions will be granted to perso apps.

After the permissions are granted, normal file access can be used :
O
KMDQ<O@ QJD? GDNOKXN?><M?0>JIO@IO,, ..

'DG@ N?0dMJJORX?DM '~ I@R 'DG@, >EN?><M?>,/

AJM, 'DG@ Af N?AMJJOX?DM¢GDNO’DG@N, ,, ..
-JB¢?,5" (i A¢OJ40OMDIB, ,,/

e
8¢

©
8\

KMDQ<O@ QJD? O@NORN?><M?HPRMDO@, , ..
'DG@ O@NOMRMDO@ ' I@R 'DG@, > EN?><M?>; >0@NOUYADGEs, /
OMT ..
O@NOXRMDO@¢ >Me<0Oe@/@R’ DG, ,, /
% ><0>C, &S>@KODJI @, ..
-JB¢@,5" (; >@MMJM RCDG@ >M@<ODIB OCe@ O@NO ADGe £ > ~ @,/

e
B

e
9\
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[]

Accessing the SD card on Android 11+ devices

Accessing the SD card can be done through the StorageManger API. The permission
MANAGE_EXTERNAL_STORAGE must be declared in the application's AndroidManifest.xml,
and WRITE_MEDIA_STORAGE must also be requested for write access.

[], PN@N' K@MHDNNDJI <I?MJD?£I<H@  ><I?MJD?¢K@MHDNNDJI¢83*560 . &%*"04503" (&> £
,PN@N ' KeMHDNNDJI <I?MJD?£I<H@  ><I?MJD?¢K@MHDNNDJII¢. "/ " (&0&95&3/"-04503" (&> E”
U

Both of these permissions are granted automatically to applications installed through perso.

[JDHKJIMO <I?MJD?<¢JINENOJM<B@e40JM<B@7JGPH®@/
DHKJIMO <I?MJD?¢JIN¢NOIM<B@¢40IM<B@. <I<B@M/
DHKJIMO <I?MJD?¢IN¢NOIM<B@¢40IM<B@. <I<B@M¢40IM<B@7JIGPH@S<GG=<>F/

efele]
KMDQ<O@ NO<OD> 40JM<B@.<I<B@M H40JM<B@.<I<B@M/
KMDQ<O@ ADI<G 40JM<B@7JGPH@S<GG=<>F 4503&MS#,
I@R 40JM<B@7JGPH@S<GG=<>F,, ..

KP=GD> QJD? JI40<0@$C<IB@? ,40JM<B@7JGPH@ QJGPH®@,

-JB¢?,5" (j >JI40<0@3$C<IB@? AJM > ~ QJGPHe,/
GDNO®N?&>JIORIO, ,/

op
S

&
N

60Q@MMD? @

KMJO@>0@? QJD? JISM@<O@,#PI?G@ N<Q@?*INO<I>@40<0@, ..
NPK@M¢JISM@<0@, N<Q@? * INO<I>@40<0@, /
cee

H40JM<B@.<I<B@M °~ ,40JM<B@.<I<B@M, B@O4TNO@H4@MQD>@,4503" (&Q4&37*$&,/

ope
3\

60Q@MMD? @

KMJO@>0@? QJD? JI3@NPHe,, ..
NPK@M¢JI3@NPH@, ,, /
-JB¢?,5" (i >JI3@NPH@>,/
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H40JM<Be@ . < I<B@M¢M@BDNO@M40JIM<B@7JGPH@S <GG=<>F
,B@0.<DI&S@>POJM, , i 4503&9S#,,/

EEO@NORN?IRMDO@, ,, /
GDNORN?9>JI0RIO, ,/

60Q@MMD? @
KMJO@>0@? QJD? JIl<PNe,,
-JB¢?,5" (i >JIl<PN@>,/

H40JM<B@. <I<B@M¢PIM@BDNO@M40JM<B@7JGPH@S<GG=<>F,4503&05#, ,/
NPK@M¢JI1l<PN@, , /

EE ><I =@ ><GG@? HPGODKG@ ODH@N
KMDQ<O@ QJD? GDNOXN?X>JIO@IO, ,
'DG@ N?BMJJOMA?DM °~ B@OQN?H><M?, ,/

DA,N?8MJJOR?DM ' IPGG,
-JB¢?,5" (i >4% ><M? M@HJIQ@?>,/
M@OPMI/
% @GNe@ DA,N?9MJJod?DM {° IPGG,
-JB¢?,5" (i >4% ><M? DINeMO@? £ > ~ N?H@MJJOX?DM, /

AJM, 'DG@ Af N?8MJJOQ?DMEGDNO’ DGeN, , ,
-JB¢?,5" (| A¢OJ4OMDIB, , ./

KMDQ<O@ QJD? O@NORN?HRMDO@, ,
'DG@ N?OMJJORX?DM *~ B@OWN?I><M?,,/

DA,N?8MJJOQ?DM ' IPGG,
-JB¢?,5" ({ »4% ><M? IJO AJPI?>,/
M@OPMI /

o
9\

'DG@ O@NOXRMDO@ ' I@R ’'DG@,N?8MJJOR?DM; >O0@NORADG@>, /
OMT ...
O@NORRMDO@¢ >M@<O@/@R’ DG, , /
% ><0>C, &S>@KODJI @,
-JB¢@,5" (i >@MMJM RCDGe >M@<ODIB OC@ O@NO ADGe £ > ~ @,/

)

%
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KMDQ<O@ ’'DG@ B@OPUN?L><M?,,
'DG@ M@0 ' IPGG/

AJM, 40JM<B@7JGPH@ QJG £ H40JM<B@.<I<B@M¢B@O40JM<B@7JGPHEN, , ,
-JB¢?,5" (i >?@0@>0@? QJGPH@ £ > ~ QJG,/
DA,QJG { ' IPGG 66 QUG¢DN3@HJIQ<=Ge,, 66 {QJG¢DN1MDH<MT, ,,
DA, QJG¢B@O%$@N>MDKODJT , OCDN,, ¢0J -JR@MS<N@, , ¢>JI0<DIN, >PN=>,,
-JB¢?,5" (i >QJGPH@ > ~ QJG ~ > DN < 64# QJGPH@; ?2JI<0O > ~
>M@KJMO DO <N 4% ><M?>,/
>JIODIP@/

o0

o

M@0 = QJG¢B@O%DM@>0JMT, ,/
=M@<F/

M@OPMI M@O/

op
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